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SQL injection in Zabbix API Severity Affected versions Fixed versions

" . TILHR— T STy ROR—ET CVE ID: CVE-2024-36465 7.2.0-721
IN—=3 ~ ) —= v : .2.0-7.2] 7l
“=~ o H (LTSCDiE'é 3 ﬂi) : (LTS@*%@I‘ 5 EE) e Component: API

2025-04-02

Zabbix 7.2 2024/12 2025/6 2025/12 l

Zabbix 70 LTS 2024/6 2027/6 2029/6 Reflected XSS vulnerability Severity Affected versions Fixed versions

Zabbix 6.4 2023/3 2024/6 2024/12 CVE 1D CVE-2024-45699 6.4.0-6.4.20
Compenent: Frontend 7.0.0-706

Zabbix 6.0 LTS 2022/2/15 2025/2 2027/2
2025-04-02

Zabbix 5.0 LTS 2020/5/12 2023/5 2025/5

Zabbix 4.0 LTS 2018/10/1 2021/10 2023/10 JS - Internal strings in HTTP headers Severity Affected versions Fixed versions
CVE ID: CVE-2024-42330 6.0.0-6.0.33
Component: Server 6.4.0-6.418
2024-11-29
sS@L injection in user.get API Severity Affected versions Fixed versions
CVE ID: CVE-2024-42327 6.40-6.416
Component: API 7.0.0
2024-1-29

5175t https://www.zabbix.com/security advisories
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Zabbix version upgrades are mandatory, but with some
flexibility for your convenience.

» Major Zabbix version upgrade ( 7.2, 7.4)
= Time to prepare

» Minor version upgrade ( 7.0.4, 7.0.5)
» Platform Upgrade

5lAT: https://assets.zabbix.com/files/events/2024/zabbix summit 2024/day1/3 Dmitrijs Lamberts.pdf # p&ge=ghEo SCSK Corporation. 12




2.Zabbix CloudD$E SCSK

—hH T CETRVCEEHD

Copyright © SCSK Corporation. 13




2.Zabbix CloudD4FE

2.4 Zabbix Cloud DDA SCSK
OSTEIBADTZ I ZADEFFAIINTLVERLY

» No remote commands on the Zabbix Server
» No WEB authentication

» ODBC supports MySQL and PostgreSQL only
» No alert and external scripts

» No SNMP traps on the Server Node

» SAML Certificate upload
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