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Avg Throughput Upstream (Last month)
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Packet Loss Downstream (Last month) Packet Loss Downstream (Last 6 months)
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Last Mile Packet Loss (Last month) Last Mile Packet Loss (Last 6 months)
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2. 1R> M3tk
2.1 BEARY MES

Event Type

Connectivity

Routing

Security

Sockets Management

System

R2LFEEARY NS
Event Sub Type
ApiKey
Cato Management Application
Changed Pop
Client Connectivity Policy
Connected
DHCP Lease
Disconnected

Reconnected

et

BGP Routing

BGP Session

VPN Never-Off Bypass
gt

Anti Malware

Apps Security

DNS Protection
IPS

Internet Firewall
LAN Firewall

NG Anti Malware
SaaS Security API Data Protection
Suspicious Activity
TLS

WAN Firewall

st

Socket Upgrade
Socket WebUI Access
INEt

Sdp license

et
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2.2. SocketiEfi B
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B&5 (B 2EE)

2023-12-08 09:34:33
2023-12-1512:48:42
2023-12-15 14:26:09
2023-12-15 14:49:37
2023-12-1515:07:55
2023-12-15 16:04:45
2023-12-1516:05:04
2023-12-1517:26:42
2023-12-1517:37:34
2023-12-1517:42:40
2023-12-1517:51:39
2023-12-1518:13:12
2023-12-1518:18:45
2023-12-21 19:27:59
2023-12-21 19:32:56
2023-12-21 19:36:39
2023-12-2120:30:32
2023-12-2120:30:32
2023-12-21 20:30:54
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Event Sub Type

Connected
Disconnected
Connected
Disconnected
Connected
Changed Pop
Changed Pop
Disconnected
Connected
Disconnected
Connected
Disconnected
Connected
Disconnected
Connected
Changed Pop
Changed Pop
Changed Pop
Changed Pop

Role

2.3.Socket7v I L—FREE

& 5.Socket7 v UL — REFE

Pl
YA b
YA b

BEs (HAEFR)
2023-12-01 12:16:19
2023-12-02 12:15:34

Role

RITHR

Interface PoP

WAN1 Osaka

WAN1 Osaka

WAN1 Osaka

WAN1 Osaka

WAN1 Tokyo_DC2
WAN1 Osaka

WAN1 Osaka

WAN1 Osaka

WAN1 Tokyo

WAN1 Tokyo

WAN1 Tokyo_DC2
WAN1 Tokyo_DC2
WAN1 Osaka

WAN1 Osaka

WAN1 Tokyo

WAN1 Tokyo_DC2
WAN1 Osaka

WAN1 Tokyo_DC2
WAN1 Osaka

BN=Y3> #HN-2ar
Succeeded 19.0.17412 19.0.17463
Succeeded 19.0.17463 19.0.17557
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2.4. Internet Firewall

2.4.1. )L—I)L:EBR#K
£ 6. Internet Firewall JL—)LER

L=l Action 2023%11R8
Any Allow Monitor
Block QUIC apps Block
Block QUIC services Block
Default block for Categories Block
Default prompt for Categories Prompt
RBI Test RBI
&t

2023%12R8

30,735
278
1,857
40

127

70
33,107

530,717
952
2,010

60

77

.
533,823

KETYFVIRBTERICEHEOBWVWIL—ILIF. BRAINILBEIBD >l ZRLTVET,

2.4.2. A7 3 YJAER (JL—JL : Default block for Categories)

= 7. 77 3J'JAER (JL—JL : Default block for Categories)
2023%F12RH

A7V 2023%118

Games 40
General 3
Malware 0
Business Systems 3

XEBOHTIVICKE T IREREENTYFLTVED,

2.4.3. A7 3 AR (JL—JL : Default prompt for Categories)
#* 8. A7 J AR (JL—JL : Default prompt for Categories)

A7V 2023%118
Anonymizers

Network Utilities

General

DNS over HTTPS

Information Security

Parked domains

Computers and Technology

Business Systems

XEEONTIVICKET2REREENTVFLTVETD,
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2.5. WAN Firewall

£ 9. WAN Firewall )L — L%k

L= Action 2023%11A8 2023%12R8
LAN FW TEST Block 0 87
test_20230919 Monitor 70 37
ast 70 124
XETYFIIWRTLERICEBEHOLWIL—ILIF, BREIhICEEN N >TcIEZRLTVWET,
2.6. Suspicious Activity
% 10. Suspicious Activity
Risk EER 7O BERFACY %E%KR Threat Name RENE
Level L all
Medium Japan  TCP XXX XXX.]P 44301 HTTP Requests Over Non Standard 152
Ports To Low Popularity Destinations
Medium Japan  TCP YYY.YYY.jp 443 Microsoft BITS over HTTP to low 420
popularity domains
a5t 572
XCatoll k> TEBRE L THIEIN/T=A R b (Risk Level B THWVWEH D) DAEH L TLWE T,
1R ~DFEAARIL Cato Management Application THEEEL T 72T L\,
2.7. DNS Protection
3 11. DNS Protection
Action AHF3V DNSZ TV Mitre Attack Tactics REN
Block Malicious Domains xxx.pl Command and Control (TA0011) 12
Block Malicious Domains yyy.co.uk Command and Control (TA0011) 5
Block Command and zzz.pl Command and Control (TA0011) 4
Control (C&C)
a5t 21
2.8. TLS
#* 12.TLS
KXY ?‘a?ll':rj‘i 7IVr—>ary IS—HE I>—¥
business.bing.com 443 Bing certificate 2
unknown
edgeservices.bing.com 443 Bing certificate 7
unknown
www.bing.com 443 Bing certificate 4
unknown
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google.com
accounts.google.com
adservice.google.com
clients2.google.com
id.google.com
support.google.com

(> 7L DI-HER)

SESER
el
443
443
443
443

443

443

7IVr—3>

Google
applications

Google
applications

Google
applications

Google
applications

Google
applications

Google
applications
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certificate
unknown

certificate
unknown

certificate
unknown

certificate
unknown

certificate
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3. -5
3.1. 5AEGKEO LW —H

LHIC CatoClientic &3 ) E— MEROBRWVWI—HFD—ETT,

xR 13. HAEMOB VI -

%l X=ILF7FLZR RidiEEE
Taro SCSK scsk-taro@example.com 2023%F6H26H
Jiro SCSK scsk-jiro@example.com 20235 7H23H
Saburo SCSK scsk-saburo@example.com -
a5t 3

SRICERAD - LAOTVBI—HiE UE— MERLEEIISEEDOIICHE>TUVENI L ER
LTLVET,
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